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Keep Intruders out and your
network up and running.

Worms. Viruses. Hackers. Intruders. They can threaten the
operability and security of your ASTRO®25 radio network in
seconds. Thwart communications for hours. And ultimately,
jeopardize the safety of your first responders.

Whether they originate from a laptop or a desktop, a remote site
or removable media, computer viruses are invasive and pervasive.
And just one of the many threats that can cripple your network.

Attacks are intentional, accidental and inevitable.

A technician logs on in the field. A laptop accesses your network
to perform routine service. You download data or install a CD

or DVD from a trusted source. Suddenly, your system is under
siege. While hackers continually devise new ways to compromise
computers, many attacks are inadvertent. In fact, the leading
cause of network downtime is accidental infection.



Motorola helps ensure your Insist on the highest level

entire system is secure. of preparedness.

Motorola safeguards your entire wireless network Look to Motorola, your support partner in

from attacks today and emerging ones tomorrow. wireless technology and public safety solutions,
\We provide layers of protection, including: to protect your radio network and your ability

to respond. We bring unparalleled expertise,

innovation, resources and support to make

¢ Intrusion detection sensors to alert for sure your communications are always available
potential attacks and always secure.

¢ Firewalls to allow only identified radio traffic

¢ Demilitarized zone that puts a buffer between
your enterprise and radio network

¢ Anti-virus software to prevent infections from
malicious code

¢ Patching services that defend against the
latest computer vulnerabilities

e Network security monitoring and pre-tested
updates for real-time prevention, detection
and mitigation
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