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Introduction

This booklet is a supplement to your main user guide:
ASTRO® XTS™ 2250 / XTS™ 22501

ASTRO® XTS™ 2500 / XTS™ 25001 Model 1.5
ASTRO® XTS™ 2500 / XTS™ 25001 Model I
ASTRO® XTS™ 2500 / XTS™ 25001 Model Il

It only contains the information pertaining to secure
operations. For all other features and explanations,
please refer to your main user guide.



Product Safety and RF Exposure Compliance

? Before using this product, read the operating instructions for safe
usage contained in the Product Safety and RF Exposure booklet
Caution enclosed with your radio.

ATTENTION!
This radio is restricted to occupational use only to satisfy FCC RF energy
exposure requirements. Before using this product, read the RF energy
awareness information and operating instructions in the Product Safety and RF
Exposure booklet enclosed with your radio (Motorola Publication part number
68P81095C98) to ensure compliance with RF energy exposure limits.

Computer Software Copyrights

The Motorola products described in this manual may include copyrighted Motorola
computer programs stored in semiconductor memories or other media. Laws in the
United States and other countries preserve for Motorola certain exclusive rights for
copyrighted computer programs, including, but not limited to, the exclusive right to copy
or reproduce in any form the copyrighted computer program. Accordingly, any
copyrighted Motorola computer programs contained in the Motorola products described
in this manual may not be copied, reproduced, modified, reverse-engineered, or
distributed in any manner without the express written permission of Motorola.
Furthermore, the purchase of Motorola products shall not be deemed to grant either
directly or by implication, estoppel, or otherwise, any license under the copyrights,
patents or patent applications of Motorola, except for the normal non-exclusive license
to use that arises by operation of law in the sale of a product.

Documentation Copyrights

No duplication or distribution of this document or any portion thereof shall take place
without the express written permission of Motorola. No part of this manual may be
reproduced, distributed, or transmitted in any form or by any means, electronic or
mechanical, for any purpose without the express written permission of Motorola.

Disclaimer

The information in this document is carefully examined, and is believed to be entirely
reliable. However, no responsibility is assumed for inaccuracies. Furthermore, Motorola
reserves the right to make changes to any products herein to improve readability,
function, or design. Motorola does not assume any liability arising out of the
applications or use of any product or circuit described herein; nor does it cover any
license under its patent rights, nor the rights of others.

MOTORGOLA, the Stylized M Logo and ASTRO are registered in the U.S. Patent &
Trademark Office. All other product or service names are the property of their
respective owners.

© Motorola, Inc. 2006. All Rights Reserved. Printed in the U.S.A.



Secure Operations

Secure radio operation provides the highest commercially available
level of voice security on both trunked and conventional channels.
Unlike other forms of security, Motorola digital encryption provides
signaling that makes it virtually impossible for others to decode any
part of an encrypted message.

Select Secure Transmissions

Turn the preprogrammed Secure/Clear switch to
position A.

Note: [fthe selected channel [_ T
is programmed for clear-
only operation — when
you press the PTT
button, you see CLE T
OHLY, and you hear an
invalid mode tone.

* |nvalid mode tone

The radio will not transmit until you set the Secure/
Clear switch to position B or C.

Select Clear Transmissions

Turn the preprogrammed Secure/Clear switch to either
position B or C.

Note: Ifthe selected channel [
is programmed for
secure-only operation—
when you press the PTT
button you see skl T
{HLY, and you hear an
invalid mode tone.

Invalid mode tone

The radio will not transmit until you set the Secure/
Clear switch to position A.
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Managing Encryption

Key Loading

Refer to the key-variable loader (KVL) manual for equipment
connections and setup.

1

Attach the KVL to your radio.
When it is attached, the
display will show
FEYLOMDIMG and all other
radio functions, except for
power down, backlight, and
volume, will be locked out.

Press the load button on the
KVL. This will load the
encryption keys into your
radio. When the key has
been loaded successfully,
the radio will sound a short
tone for single-key radios; for
multikey radios, an
alternating tone will be
heard.

Multikey

The multikey feature allows your radio to be equipped with as many
as 48 different encryption keys and supports the following algorithms
DES-OFB, DES-XL, DVP-XL, AES and ADP.

Conventional Multikey — The encryption keys can be tied
(strapped), on a one-per-channel basis, through the CPS. In
addition, you can have operator-selectable keys, operator-
selectable keysets, and operator-selectable key erasure. If
talkgroups are enabled in conventional, then the encryption keys
are strapped to the talkgroups.

Trunked Multikey — If you use your radio for both conventional
and trunked applications, you will have to strap your encryption
keys for trunking on a per-talkgroup or announcement-group



Secure Operations

basis. In addition, you may strap a different key to other features,

such as dynamic regrouping, failsoft, or emergency talkgroup. You

can have operator-selectable key erasure.

Key Selection

1

Press (o until KE% appears
on the display.

Press (), o), or o)
directly below KE*. The o FSET
display changes to show the

last user-selected and stored
encryption key and the
available menu selections.

Press o) or (& to scroll
through the encryption keys.

OR

Enter the number of the
desired key using the
keypad.

Note: If an erased key is selected, the key name will be
alternated with ERAZED KE'Y.

Press (o), Ceo), 0or ()

directly below the desired
menu selection.

OR

If you selected the key via
the keypad, press ) or (&) to
scroll through the menu
selections:

ET = selects the preset or default encryption key.

ZEL = saves the newly selected key and returns to the home
display.
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Press @), the PTT button, the
HERT menu selection, or turn
the 16-Position Select knob
to exit this menu.

Note: If the selected key is
erase i FAIL will
be dlsplayed and a
momentary keyfail
tone will be
generated.

If the selected key is
not allowed, IL.L.
KEY will be d|splayed
and a momentary
illegal key tone,
similar to the key fail
tone, will be
generated.

Keyset Selection

This feature allows you to select one or more groups of several
encryption keys from among the available keys stored in the radio.
For example, you could have a group of three keys structured to one
keyset, and another group of three different keys structured to
another keyset; by changing keysets, you would automatically switch
from one set of keys to the other. Every channel to which one of the
original keys was tied will now have the equivalent new key instead.

1

Press (& until KZET appears
on the display.

Press (o), (o), 0or (=)
directly below EZET. The
display changes to show the
last user-selected and stored
keyset and the available
keyset menu selections.

)
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3 Press(Ce),(Ceo),0r(N)

directly below the desired
keyset.

OR

Enter the number of the
desired keyset using the
keypad.

4 To save the newly selected
keyset, press the button
directly below =EL.

Note: Press @), the PTT button or turn the 16-Position Select
knob to exit this menu at any time without changing the
keyset selection.




Secure Operations

Key Zeroization
This enables the user to erase all or selected encryption keys.

Use the Menu
1 Press (e until the display

shows ERFAE.
2 Press(Ce), (o), 0or()
directly below ERFAZ. The [ ]

display shows the last user-
selected and stored
encryption key, and the
available menu selections:

FL.L. = erases all the encryp- ( RS ALL KEYS )
tion keys in the radio. The

1]
1

= selects the displayed : .

encryptlon key to be erased. L il
The display show
FEY and ¥E= and

=T = exits this menu and
returns to the home display.

Note: Press @), the PTT button, the menu selection, or
turn the 16-Position Select knob to exit this menu at any
time without erasing any keys.
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3 Press(Ce),(Ceo),0r(N)

directly below the desired
menu selection.

OR

Press ) or (& to find the
desired encryption key. The
display shows the selected
key, and the available menu
selections shown in step 2.
Press (o), (Cee), or (&)
directly below the desired
menu selection.

OR

Enter the location number of
the desired key, using the
keypad. The display shows
the selected key, and the
available menu selections
shown in step 2. Press (o),
(o), or (&) directly below

the desired menu selection.

4 Press @), the PTT button, the
HERT menu selection, or turn
the 16-Position Select knob
to exit this menu.

10
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Use the Buttons

Note: This is the method used for erasing the single key in radios
with the single-key option, and for erasing all keys in radios
with the multikey option.

1 With the radio on, press and
hold the Top Side button;
while holding this button
down, press the Top button.

Note: DO NOT press the
Top button before
pressing the Top Side
button, unless you are
in an emergency
situation; this would
activate the pre-
programmed feature.

2 Before the keys are erased,
the display shows

3 When all the encryption keys
have been erased, the

11



Motorola, Inc.
8000 West Sunrise Boulevard
Ft. Lauderdale, FL 33322

MOTOROLA, the Stylized M Logo, and ASTRO are registered
in the U.S. Patent and Trademark Office. All other product or
service names are the property of their respective owners.

© Motorola, Inc. 2006.

Al rights reserved. Printed in U.S.A.
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